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Elixir client for MikroTik RouterOS binary API. Supports both plain TCP (port 8728) and TLS (port 8729) connections.
Features
	✅ Plain TCP connections (port 8728)
	✅ TLS/SSL connections (port 8729) with self-signed certificate support
	✅ RouterOS 7.x authentication (plain text)
	✅ RouterOS 6.x authentication (MD5 challenge-response fallback)
	✅ Response parsing to Elixir maps with type coercion
	✅ Synchronous command execution
	✅ Streaming API for live monitoring (e.g., /interface/monitor-traffic)
	✅ Query filters support
	✅ Connection pooling with NimblePool
	✅ Telemetry integration for monitoring
	✅ Helper functions for common operations
	✅ Type-safe with Dialyzer
	✅ Comprehensive test coverage

Installation
Add routeros_api to your list of dependencies in mix.exs:
def deps do
  [
    {:routeros_api, "~> 0.3.0"}
  ]
end
Or from GitHub:
def deps do
  [
    {:routeros_api, github: "jlbyh2o/routeros_api"}
  ]
end
Quick Start
Basic Connection (Plain TCP)
# Connect to router
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  port: 8728,
  username: "admin",
  password: "password"
})

# Execute a command
{:ok, interfaces} = RouterosApi.command(conn, ["/interface/print"])

# Result is a list of maps
[
  %{
    "name" => "ether1",
    "type" => "ether",
    "disabled" => false,
    "running" => true
  },
  ...
]

# Disconnect when done
RouterosApi.disconnect(conn)
Secure Connection (TLS)
# Auto-detect TLS from port 8729
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  port: 8729,  # TLS port - auto-detected
  username: "admin",
  password: "password",
  ssl_opts: [verify: :verify_none]  # For self-signed certificates
})

# Or explicit TLS with certificate verification
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  port: 8729,
  username: "admin",
  password: "password",
  ssl: true,
  ssl_opts: [
    verify: :verify_peer,
    cacertfile: "/path/to/ca.pem"
  ]
})
Self-Signed Certificates
For lab/testing environments with self-signed certificates:
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  port: 8729,
  username: "admin",
  password: "password",
  ssl_opts: [
    verify: :verify_none  # Disables certificate verification
  ]
})
Note: verify: :verify_none should only be used in lab/testing environments. For production, use proper certificates and verify: :verify_peer.
Usage Examples
List IP Addresses
{:ok, addresses} = RouterosApi.command(conn, ["/ip/address/print"])
Add IP Address
{:ok, _} = RouterosApi.command(conn, [
  "/ip/address/add",
  "=address=192.168.88.2/24",
  "=interface=bridge"
])
Query with Filters
{:ok, [interface]} = RouterosApi.command(conn, [
  "/interface/print",
  "?name=ether1"
])
Error Handling
case RouterosApi.command(conn, ["/interface/print"]) do
  {:ok, data} ->
    IO.inspect(data)

  {:error, %RouterosApi.Error{type: :trap, message: msg}} ->
    IO.puts("RouterOS error: #{msg}")

  {:error, %RouterosApi.Error{type: :fatal}} ->
    IO.puts("Fatal error - connection lost")

  {:error, reason} ->
    IO.puts("Network error: #{inspect(reason)}")
end
Configuration
Connection Options
All connection options:
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",        # Required: Router hostname or IP
  port: 8728,                  # Optional: Port (default: 8728 for TCP, 8729 for TLS)
  username: "admin",           # Required: RouterOS username
  password: "password",        # Required: RouterOS password
  timeout: 5000,               # Optional: Connection timeout in ms (default: 5000)
  ssl: false,                  # Optional: Force TLS (auto-detected from port)
  ssl_opts: []                 # Optional: SSL options (e.g., verify: :verify_none)
})
Connection Pooling
For production use with multiple concurrent requests, use connection pooling:
# In your application.ex
def start(_type, _args) do
  children = [
    {RouterosApi.Pool, [
      name: :main_router,
      host: "192.168.88.1",
      port: 8729,                    # Optional: Use TLS
      username: "admin",
      password: "password",
      pool_size: 10,                 # Number of connections in pool
      ssl_opts: [verify: :verify_none]  # For self-signed certs
    ]}
  ]

  opts = [strategy: :one_for_one, name: MyApp.Supervisor]
  Supervisor.start_link(children, opts)
end

# In your code - use pool name instead of connection PID
{:ok, interfaces} = RouterosApi.command(:main_router, ["/interface/print"])
{:ok, resource} = RouterosApi.Helpers.get_system_resource(:main_router)
Benefits of pooling:
	Handles concurrent requests efficiently
	Automatic connection health checks
	Connection recovery on failures
	Supervised connections

Telemetry
The library emits telemetry events for monitoring:
Connection Events:
	[:routeros_api, :connection, :start] - Connection attempt started
	[:routeros_api, :connection, :stop] - Connection successful
	[:routeros_api, :connection, :exception] - Connection failed

Command Events:
	[:routeros_api, :command, :start] - Command execution started
	[:routeros_api, :command, :stop] - Command completed successfully
	[:routeros_api, :command, :exception] - Command failed

Pool Events:
	[:routeros_api, :pool, :checkout] - Connection checked out from pool
	[:routeros_api, :pool, :checkin] - Connection returned to pool

Example telemetry handler:
:telemetry.attach_many(
  "routeros-api-handler",
  [
    [:routeros_api, :command, :stop],
    [:routeros_api, :command, :exception]
  ],
  &MyApp.Telemetry.handle_event/4,
  nil
)

defmodule MyApp.Telemetry do
  require Logger

  def handle_event([:routeros_api, :command, :stop], measurements, metadata, _config) do
    if measurements.duration > 1_000_000_000 do
      Logger.warning("Slow RouterOS command: #{metadata.command} (#{measurements.duration}ns)")
    end
  end

  def handle_event([:routeros_api, :command, :exception], _measurements, metadata, _config) do
    Logger.error("RouterOS command failed: #{metadata.command} - #{inspect(metadata.reason)}")
  end
end
Helper Functions
The library provides convenient helper functions for common operations:
alias RouterosApi.Helpers

# List all interfaces
{:ok, interfaces} = Helpers.list_interfaces(conn)

# Get specific interface
{:ok, interface} = Helpers.get_interface(conn, "ether1")

# List IP addresses
{:ok, addresses} = Helpers.list_ip_addresses(conn)

# Add IP address
{:ok, _} = Helpers.add_ip_address(conn, "192.168.1.1/24", "ether1")

# Get system information
{:ok, resource} = Helpers.get_system_resource(conn)

# Get/set router identity
{:ok, identity} = Helpers.get_identity(conn)
{:ok, _} = Helpers.set_identity(conn, "MyRouter")

# List firewall rules
{:ok, rules} = Helpers.list_firewall_rules(conn)

# List DHCP leases
{:ok, leases} = Helpers.list_dhcp_leases(conn)
All helpers work with both direct connections and connection pools.
Streaming API (Live Monitoring)
For commands that produce continuous output (like /interface/monitor-traffic), use the streaming API:
# Start a dedicated streaming connection
{:ok, stream_conn} = RouterosApi.Stream.connect(%{
  host: "192.168.88.1",
  username: "admin",
  password: "password"
})

# Create a stream for interface traffic monitoring
{:ok, stream} = RouterosApi.Stream.monitor(stream_conn, [
  "/interface/monitor-traffic",
  "=interface=ether1"
])

# Consume the stream - each item is a data map
stream
|> Stream.take(10)  # Take 10 samples
|> Enum.each(fn data ->
  rx = data["rx-bits-per-second"]
  tx = data["tx-bits-per-second"]
  IO.puts("RX: #{rx} bps, TX: #{tx} bps")
end)

# Disconnect when done
RouterosApi.Stream.disconnect(stream_conn)
Time-Limited Monitoring
RouterOS supports duration-limited monitoring:
{:ok, stream} = RouterosApi.Stream.monitor(stream_conn, [
  "/interface/monitor-traffic",
  "=interface=ether1",
  "=duration=30s"  # Router stops after 30 seconds
])

# Collect all samples
samples = Enum.to_list(stream)
Stream Transformations
Streams work with all standard Elixir Stream functions:
{:ok, stream} = RouterosApi.Stream.monitor(stream_conn, [
  "/interface/monitor-traffic",
  "=interface=ether1"
])

# Calculate 5-sample moving average
stream
|> Stream.chunk_every(5)
|> Stream.map(fn samples ->
  avg = samples
    |> Enum.map(&String.to_integer(&1["rx-bits-per-second"]))
    |> Enum.sum()
    |> div(5)
  %{average_rx_bps: avg}
end)
|> Stream.take(10)
|> Enum.each(&IO.inspect/1)
Streaming Limitations
	Not compatible with connection pools - Streams require dedicated connections
	One stream per connection - Use sequential streams or multiple connections
	No automatic reconnection - Connection loss terminates the stream

Stream Telemetry Events
	[:routeros_api, :stream, :connect, :start|:stop|:exception] - Connection lifecycle
	[:routeros_api, :stream, :start] - Stream started
	[:routeros_api, :stream, :stop] - Stream completed/cancelled

Authentication
The library automatically handles authentication for different RouterOS versions:
RouterOS 7.x and 6.43+ (Plain Text)
Modern RouterOS versions use plain text authentication:
# The library automatically detects and uses plain text auth
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  username: "admin",
  password: "password"
})
RouterOS pre-6.43 (MD5 Challenge-Response)
Older RouterOS versions use MD5 challenge-response authentication. The library automatically falls back to this method if plain text authentication fails:
# Same code works - automatic fallback
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  username: "admin",
  password: "password"
})
Note: The authentication method is automatically detected and handled. You don't need to specify which method to use.
Troubleshooting
Connection Issues
"Connection refused"
	Ensure the API service is enabled on the router: /ip service print
	Check that the correct port is being used (8728 for TCP, 8729 for TLS)
	Verify firewall rules allow connections to the API port

"Authentication failed"
	Verify username and password are correct
	Check that the user has API access permissions
	For RouterOS 7.x, ensure you're using the correct authentication method (automatic)

SSL/TLS Certificate Errors
	For self-signed certificates, use ssl_opts: [verify: :verify_none]
	For production, use proper certificates and verify: :verify_peer
	Ensure the API-SSL service is enabled: /ip service print

Performance
Slow Commands
	Use connection pooling for concurrent requests
	Monitor with telemetry events
	Check network latency to the router

Connection Timeouts
	Increase timeout: timeout: 10_000 (10 seconds)
	Check router CPU usage
	Verify network connectivity

Documentation
Full documentation is available at https://hexdocs.pm/routeros_api.
Testing
The library includes comprehensive test coverage:
# Run unit tests only
mix test

# Run all tests including integration tests
mix test --include integration --include ssl_integration

# Run with coverage
mix test --cover

# Run Dialyzer type checking
mix dialyzer

# Run code quality checks
mix credo --strict

Test Coverage:
	109 tests (all passing)
	Unit tests for all modules
	Integration tests with real RouterOS device
	SSL/TLS integration tests
	Connection pooling tests
	Telemetry tests
	Helper function tests

Compatibility
Tested with:
	Elixir 1.14 - 1.18
	OTP 25 - 28
	RouterOS 7.12.1 (stable)
	RouterOS 6.x (MD5 auth fallback)

Supported RouterOS versions:
	RouterOS 7.x (plain text authentication)
	RouterOS 6.43+ (plain text authentication)
	RouterOS pre-6.43 (MD5 authentication fallback)

Development
Quality Tools
The project uses several tools to maintain code quality:
	Dialyzer - Static type checking
	Credo - Code quality and consistency
	ExDoc - Documentation generation
	GitHub Actions - Automated CI/CD

Running Quality Checks
# Format code
mix format

# Check formatting
mix format --check-formatted

# Run all quality checks
mix test && mix dialyzer && mix credo

Contributing
Contributions are welcome! Please feel free to submit a Pull Request.
License
MIT License - see LICENSE for details.
Acknowledgments
This project was inspired by the original erotik Erlang library.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[Unreleased]
0.3.0 - 2025-12-09
Added
	Streaming API for Live Monitoring
	RouterosApi.Stream module for consuming continuous data streams
	RouterosApi.StreamConnection GenServer for async socket handling
	Support for commands like /interface/monitor-traffic
	Elixir Stream integration via Stream.resource/3
	Automatic cleanup on stream halt
	Tag-based command identification for cancellation


	Protocol Extensions
	RouterosApi.Protocol.Streaming module for streaming support
	Partial buffer parsing for async data reception
	set_active_once/1 for socket mode switching
	close_socket/1 helper function


	Stream Telemetry Events
	[:routeros_api, :stream, :connect, :start|:stop|:exception]
	[:routeros_api, :stream, :start]
	[:routeros_api, :stream, :stop] with duration and data count


	New Error Types
	:stream_cancelled - Stream was cancelled
	:stream_error - Error during stream processing


	Response Module Enhancement
	sentence_type/1 helper function



Changed
	Made Protocol.socket_send/2 and Protocol.socket_recv/2 public
	Updated documentation with streaming examples
	Fixed: Stream messages now sent to consuming process, not the process that called monitor/3	Streams can now be safely passed between processes or consumed in Tasks
	The stream command is deferred until the stream is first consumed



0.2.0 - 2025-01-16
Added
	Connection Pooling with NimblePool
	Configurable pool size
	Automatic health checks
	Connection recovery
	Supervision support


	Telemetry Integration
	Connection events (start, stop, exception)
	Command events (start, stop, exception)
	Pool events (checkout, checkin)
	Rich metadata for monitoring


	Helper Functions (RouterosApi.Helpers)
	list_interfaces/1 - List all interfaces
	get_interface/2 - Get specific interface
	list_ip_addresses/1 - List IP addresses
	add_ip_address/3 - Add IP address
	remove_ip_address/2 - Remove IP address
	get_system_resource/1 - Get system information
	get_identity/1 - Get router identity
	set_identity/2 - Set router identity
	list_firewall_rules/1 - List firewall rules
	list_dhcp_leases/1 - List DHCP leases
	reboot/1 - Reboot router


	RouterOS 7.x Support
	Plain text authentication for RouterOS 6.43+
	Automatic fallback to MD5 for older versions
	Tested with RouterOS 7.12.1


	Comprehensive Testing
	109 tests (all passing)
	Integration tests with real router
	SSL/TLS integration tests
	Pool tests
	Telemetry tests
	Helper function tests


	SSL/TLS Support
	Full TLS/SSL connection support
	Self-signed certificate support
	Tested with RouterOS 7.12.1 on port 8729
	Connection pooling works with TLS
	All helpers work over TLS



Changed
	Enhanced error handling and reporting
	Improved documentation with more examples
	Updated README with pooling and telemetry examples
	More conservative versioning (0.2.0 instead of 1.0.0)

Fixed
	Protocol length decoding for all byte ranges
	Reply sentence (!re) handling
	Authentication compatibility with RouterOS 7.x
	SSL socket handling in Protocol module (send/recv)

0.1.0 - 2025-01-15
Added
	Initial release (MVP)
	Binary protocol implementation for MikroTik RouterOS API
	Support for plain TCP connections (port 8728)
	Support for TLS connections (port 8729)
	MD5 challenge-response authentication
	Response parsing to Elixir maps
	Error handling with custom error struct
	Command execution with query filters
	Boolean type coercion
	Comprehensive documentation



  

    LICENSE


MIT License

Copyright (c) 2025 Jeremy Bywater

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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Elixir client for MikroTik RouterOS binary API.
This module provides the main public API for connecting to and
communicating with MikroTik RouterOS devices.
Features
	Plain TCP connections (port 8728)
	TLS/SSL connections (port 8729)
	MD5 challenge-response authentication
	Response parsing to Elixir maps
	Synchronous command execution

Quick Start
# Connect to router
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  username: "admin",
  password: "password"
})

# Execute a command
{:ok, interfaces} = RouterosApi.command(conn, ["/interface/print"])

# Disconnect
RouterosApi.disconnect(conn)
Configuration
Connection configuration accepts the following options:
	:host - Router hostname or IP address (required)
	:port - Port number (optional, defaults to 8728 for plain, 8729 for TLS)
	:username - RouterOS username (required)
	:password - RouterOS password (required)
	:ssl - Boolean, use TLS connection (optional, auto-detected from port)
	:ssl_opts - SSL options (optional, e.g., [verify: :verify_peer])
	:timeout - Connection timeout in milliseconds (optional, default: 5000)

Examples
Plain TCP Connection
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  port: 8728,
  username: "admin",
  password: "password"
})
TLS Connection
{:ok, conn} = RouterosApi.connect_tls(%{
  host: "192.168.88.1",
  port: 8729,
  username: "admin",
  password: "password",
  ssl_opts: [verify: :verify_peer]
})
Execute Commands
# List interfaces
{:ok, interfaces} = RouterosApi.command(conn, ["/interface/print"])

# Add IP address
{:ok, _} = RouterosApi.command(conn, [
  "/ip/address/add",
  "=address=192.168.88.2/24",
  "=interface=bridge"
])

# Query with filter
{:ok, [interface]} = RouterosApi.command(conn, [
  "/interface/print",
  "?name=ether1"
])
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        connection()

      


    





  
    Functions
  


    
      
        command(conn, words)

      


        Executes a command on the RouterOS device.



    


    
      
        command!(conn, words)

      


        Executes a command on the RouterOS device, raising on error.



    


    
      
        connect(config)

      


        Connects to a MikroTik RouterOS device.



    


    
      
        connect_plain(config)

      


        Connects to a MikroTik RouterOS device using plain TCP.



    


    
      
        connect_tls(config)

      


        Connects to a MikroTik RouterOS device using TLS.



    


    
      
        disconnect(conn)

      


        Disconnects from the RouterOS device.
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      config()



        
          
        

    

  


  

      

          @type config() :: %{
  :host => String.t(),
  :username => String.t(),
  :password => String.t(),
  optional(:port) => non_neg_integer(),
  optional(:ssl) => boolean(),
  optional(:ssl_opts) => keyword(),
  optional(:timeout) => non_neg_integer()
}


      



  



  
    
      
    
    
      connection()



        
          
        

    

  


  

      

          @type connection() :: pid() | atom()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      command(conn, words)



        
          
        

    

  


  

      

          @spec command(connection(), [String.t()]) :: {:ok, [map()]} | {:error, term()}


      


Executes a command on the RouterOS device.
Commands are specified as a list of words (strings).
Returns {:ok, data} on success or {:error, reason} on failure.
Accepts either a connection PID or a pool name (atom).
Examples
# With direct connection
{:ok, conn} = RouterosApi.connect(%{...})
{:ok, interfaces} = RouterosApi.command(conn, ["/interface/print"])

# With connection pool
{:ok, interfaces} = RouterosApi.command(:my_pool, ["/interface/print"])

# Get specific interface
{:ok, [interface]} = RouterosApi.command(conn, [
  "/interface/print",
  "?name=ether1"
])

# Add IP address
{:ok, _} = RouterosApi.command(conn, [
  "/ip/address/add",
  "=address=192.168.88.2/24",
  "=interface=bridge"
])

  



  
    
      
    
    
      command!(conn, words)



        
          
        

    

  


  

      

          @spec command!(connection(), [String.t()]) :: [map()]


      


Executes a command on the RouterOS device, raising on error.
Similar to command/2 but raises a RouterosApi.Error exception
on failure instead of returning an error tuple.
Returns the data directly on success.
Examples
interfaces = RouterosApi.command!(conn, ["/interface/print"])

  



  
    
      
    
    
      connect(config)



        
          
        

    

  


  

      

          @spec connect(config()) :: {:ok, connection()} | {:error, term()}


      


Connects to a MikroTik RouterOS device.
Auto-detects whether to use TLS based on the port number.
Port 8729 will use TLS, all other ports will use plain TCP.
Returns {:ok, connection} on success or {:error, reason} on failure.
Examples
# Plain TCP (auto-detected)
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  username: "admin",
  password: "password"
})

# TLS (auto-detected from port)
{:ok, conn} = RouterosApi.connect(%{
  host: "192.168.88.1",
  port: 8729,
  username: "admin",
  password: "password"
})

  



  
    
      
    
    
      connect_plain(config)



        
          
        

    

  


  

      

          @spec connect_plain(config()) :: {:ok, connection()} | {:error, term()}


      


Connects to a MikroTik RouterOS device using plain TCP.
Forces a plain TCP connection regardless of port number.
Returns {:ok, connection} on success or {:error, reason} on failure.
Examples
{:ok, conn} = RouterosApi.connect_plain(%{
  host: "192.168.88.1",
  port: 8728,
  username: "admin",
  password: "password"
})

  



  
    
      
    
    
      connect_tls(config)



        
          
        

    

  


  

      

          @spec connect_tls(config()) :: {:ok, connection()} | {:error, term()}


      


Connects to a MikroTik RouterOS device using TLS.
Forces a TLS connection regardless of port number.
Returns {:ok, connection} on success or {:error, reason} on failure.
Examples
{:ok, conn} = RouterosApi.connect_tls(%{
  host: "192.168.88.1",
  port: 8729,
  username: "admin",
  password: "password",
  ssl_opts: [verify: :verify_peer]
})

  



  
    
      
    
    
      disconnect(conn)



        
          
        

    

  


  

      

          @spec disconnect(connection()) :: :ok


      


Disconnects from the RouterOS device.
Returns :ok.
Examples
RouterosApi.disconnect(conn)
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Authentication module for MikroTik RouterOS API.
Implements MD5 challenge-response authentication as required by RouterOS.
Authentication Flow
	Send /login command
	Receive response with salt (=ret=<hex_salt>)
	Calculate MD5 hash: md5(0x00 + password + hex_to_binary(salt))
	Send /login with username and hashed response
	Expect !done response

Example
{:ok, socket} = :gen_tcp.connect('192.168.88.1', 8728, [:binary, active: false])
:ok = RouterosApi.Auth.login(socket, "admin", "password")
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    Functions
  


    
      
        calculate_hash(password, salt)

      


        Calculates the MD5 hash for authentication.



    


    
      
        extract_salt(sentences)

      


        Extracts the salt from the login response.



    


    
      
        login(socket, username, password)

      


        Performs login authentication on the given socket.



    


    
      
        login_md5(socket, username, password)

      


        Login using MD5 challenge-response (RouterOS pre-6.43).



    


    
      
        login_plain(socket, username, password)

      


        Login using plain text password (RouterOS 6.43+).



    


    
      
        send_login_credentials(socket, username, hash)

      


        Sends the login credentials to the router.



    





      


      
        Functions


        


  
    
      
    
    
      calculate_hash(password, salt)



        
          
        

    

  


  

      

          @spec calculate_hash(String.t(), String.t()) :: String.t()


      


Calculates the MD5 hash for authentication.
The hash is calculated as: md5(0x00 + password + hex_to_binary(salt))
and returned as a hex string.

  



  
    
      
    
    
      extract_salt(sentences)



        
          
        

    

  


  

      

          @spec extract_salt([[String.t()]]) :: {:ok, String.t()} | {:error, term()}


      


Extracts the salt from the login response.
The salt is returned in the format =ret=<hex_salt>.

  



  
    
      
    
    
      login(socket, username, password)



        
          
        

    

  


  

      

          @spec login(:gen_tcp.socket() | :ssl.sslsocket(), String.t(), String.t()) ::
  :ok | {:error, term()}


      


Performs login authentication on the given socket.
Returns :ok on success or {:error, reason} on failure.
Parameters
	socket - The TCP or SSL socket
	username - RouterOS username
	password - RouterOS password

Examples
{:ok, socket} = :gen_tcp.connect('192.168.88.1', 8728, [:binary, active: false])
:ok = RouterosApi.Auth.login(socket, "admin", "password")

  



  
    
      
    
    
      login_md5(socket, username, password)



        
          
        

    

  


  

      

          @spec login_md5(:gen_tcp.socket() | :ssl.sslsocket(), String.t(), String.t()) ::
  :ok | {:error, term()}


      


Login using MD5 challenge-response (RouterOS pre-6.43).

  



  
    
      
    
    
      login_plain(socket, username, password)



        
          
        

    

  


  

      

          @spec login_plain(:gen_tcp.socket() | :ssl.sslsocket(), String.t(), String.t()) ::
  :ok | {:error, term()}


      


Login using plain text password (RouterOS 6.43+).

  



  
    
      
    
    
      send_login_credentials(socket, username, hash)



        
          
        

    

  


  

      

          @spec send_login_credentials(
  :gen_tcp.socket() | :ssl.sslsocket(),
  String.t(),
  String.t()
) ::
  :ok | {:error, term()}


      


Sends the login credentials to the router.

  


        

      


  

    
RouterosApi.Connection 
    



      
GenServer that manages a connection to a MikroTik RouterOS device.
Handles:
	TCP or TLS connection establishment
	Authentication
	Command execution
	Connection lifecycle

Configuration
	:host - Router hostname or IP address (required)
	:port - Port number (optional, defaults to 8728 for plain, 8729 for TLS)
	:username - RouterOS username (required)
	:password - RouterOS password (required)
	:ssl - Boolean, use TLS connection (optional, auto-detected from port)
	:ssl_opts - SSL options (optional, e.g., [verify: :verify_peer])
	:timeout - Connection timeout in milliseconds (optional, default: 5000)

Example
config = %{
  host: "192.168.88.1",
  port: 8728,
  username: "admin",
  password: "password"
}

{:ok, pid} = RouterosApi.Connection.start_link(config)
{:ok, result} = RouterosApi.Connection.command(pid, ["/interface/print"])

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        command(server, words)

      


        Executes a command on the router.



    


    
      
        start_link(config)

      


        Starts a connection GenServer.



    


    
      
        stop(server)

      


        Stops the connection.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %RouterosApi.Connection{
  host: String.t(),
  password: String.t(),
  port: non_neg_integer(),
  socket: :gen_tcp.socket() | :ssl.sslsocket() | nil,
  ssl: boolean(),
  ssl_opts: keyword(),
  timeout: non_neg_integer(),
  username: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      command(server, words)



        
          
        

    

  


  

      

          @spec command(GenServer.server(), [String.t()]) :: {:ok, term()} | {:error, term()}


      


Executes a command on the router.
Returns {:ok, result} or {:error, reason}.
Examples
{:ok, interfaces} = RouterosApi.Connection.command(conn, ["/interface/print"])

  



  
    
      
    
    
      start_link(config)



        
          
        

    

  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Starts a connection GenServer.
Options
See module documentation for available options.

  



  
    
      
    
    
      stop(server)



        
          
        

    

  


  

      

          @spec stop(GenServer.server()) :: :ok


      


Stops the connection.

  


        

      


  

    
RouterosApi.Helpers 
    



      
Helper functions for common RouterOS operations.
Provides convenient wrappers around common RouterOS commands.

      


      
        Summary


  
    Functions
  


    
      
        add_ip_address(conn, address, interface)

      


        Adds an IP address to an interface.



    


    
      
        get_identity(conn)

      


        Gets the router identity.



    


    
      
        get_interface(conn, name)

      


        Gets a specific interface by name.



    


    
      
        get_system_resource(conn)

      


        Gets system resource information.



    


    
      
        list_dhcp_leases(conn)

      


        Lists all DHCP leases.



    


    
      
        list_firewall_rules(conn)

      


        Lists all firewall filter rules.



    


    
      
        list_interfaces(conn)

      


        Lists all interfaces on the router.



    


    
      
        list_ip_addresses(conn)

      


        Lists all IP addresses on the router.



    


    
      
        reboot(conn)

      


        Reboots the router.



    


    
      
        remove_ip_address(conn, id)

      


        Removes an IP address by ID.



    


    
      
        set_identity(conn, name)

      


        Sets the router identity.



    





      


      
        Functions


        


  
    
      
    
    
      add_ip_address(conn, address, interface)



        
          
        

    

  


  

      

          @spec add_ip_address(RouterosApi.connection(), String.t(), String.t()) ::
  {:ok, [map()]} | {:error, term()}


      


Adds an IP address to an interface.
Examples
{:ok, _} = RouterosApi.Helpers.add_ip_address(conn, "192.168.1.1/24", "ether1")

  



  
    
      
    
    
      get_identity(conn)



        
          
        

    

  


  

      

          @spec get_identity(RouterosApi.connection()) :: {:ok, map()} | {:error, term()}


      


Gets the router identity.
Examples
{:ok, identity} = RouterosApi.Helpers.get_identity(conn)
# => %{"name" => "MikroTik"}

  



  
    
      
    
    
      get_interface(conn, name)



        
          
        

    

  


  

      

          @spec get_interface(RouterosApi.connection(), String.t()) ::
  {:ok, map()} | {:error, term()}


      


Gets a specific interface by name.
Examples
{:ok, interface} = RouterosApi.Helpers.get_interface(conn, "ether1")
# => %{"name" => "ether1", "type" => "ether", ...}

  



  
    
      
    
    
      get_system_resource(conn)



        
          
        

    

  


  

      

          @spec get_system_resource(RouterosApi.connection()) :: {:ok, map()} | {:error, term()}


      


Gets system resource information.
Examples
{:ok, resource} = RouterosApi.Helpers.get_system_resource(conn)
# => %{"version" => "7.12.1", "uptime" => "1d2h3m4s", ...}

  



  
    
      
    
    
      list_dhcp_leases(conn)



        
          
        

    

  


  

      

          @spec list_dhcp_leases(RouterosApi.connection()) :: {:ok, [map()]} | {:error, term()}


      


Lists all DHCP leases.
Examples
{:ok, leases} = RouterosApi.Helpers.list_dhcp_leases(conn)

  



  
    
      
    
    
      list_firewall_rules(conn)



        
          
        

    

  


  

      

          @spec list_firewall_rules(RouterosApi.connection()) ::
  {:ok, [map()]} | {:error, term()}


      


Lists all firewall filter rules.
Examples
{:ok, rules} = RouterosApi.Helpers.list_firewall_rules(conn)

  



  
    
      
    
    
      list_interfaces(conn)



        
          
        

    

  


  

      

          @spec list_interfaces(RouterosApi.connection()) :: {:ok, [map()]} | {:error, term()}


      


Lists all interfaces on the router.
Examples
{:ok, interfaces} = RouterosApi.Helpers.list_interfaces(conn)
# => [%{"name" => "ether1", "type" => "ether", ...}, ...]

  



  
    
      
    
    
      list_ip_addresses(conn)



        
          
        

    

  


  

      

          @spec list_ip_addresses(RouterosApi.connection()) :: {:ok, [map()]} | {:error, term()}


      


Lists all IP addresses on the router.
Examples
{:ok, addresses} = RouterosApi.Helpers.list_ip_addresses(conn)
# => [%{"address" => "192.168.88.1/24", "interface" => "bridge", ...}, ...]

  



  
    
      
    
    
      reboot(conn)



        
          
        

    

  


  

      

          @spec reboot(RouterosApi.connection()) :: {:ok, [map()]} | {:error, term()}


      


Reboots the router.
Examples
{:ok, _} = RouterosApi.Helpers.reboot(conn)

  



  
    
      
    
    
      remove_ip_address(conn, id)



        
          
        

    

  


  

      

          @spec remove_ip_address(RouterosApi.connection(), String.t()) ::
  {:ok, [map()]} | {:error, term()}


      


Removes an IP address by ID.
Examples
{:ok, _} = RouterosApi.Helpers.remove_ip_address(conn, "*1")

  



  
    
      
    
    
      set_identity(conn, name)



        
          
        

    

  


  

      

          @spec set_identity(RouterosApi.connection(), String.t()) ::
  {:ok, [map()]} | {:error, term()}


      


Sets the router identity.
Examples
{:ok, _} = RouterosApi.Helpers.set_identity(conn, "MyRouter")

  


        

      


  

    
RouterosApi.Pool 
    



      
Connection pool for RouterOS API connections using NimblePool.
Provides efficient connection pooling for production use, allowing
multiple concurrent requests to share a pool of connections.
Usage
Add to your application supervision tree:
children = [
  {RouterosApi.Pool, [
    name: :my_router_pool,
    host: "192.168.88.1",
    username: "admin",
    password: "password",
    pool_size: 5
  ]}
]
Then use the pool name with RouterosApi functions:
{:ok, interfaces} = RouterosApi.command(:my_router_pool, ["/interface/print"])
Configuration
	:name - Pool name (required, must be an atom)
	:host - Router hostname or IP (required)
	:port - Port number (optional, default: 8728)
	:username - RouterOS username (required)
	:password - RouterOS password (required)
	:pool_size - Number of connections in pool (optional, default: 5)
	:ssl - Use TLS (optional, auto-detected from port)
	:ssl_opts - SSL options (optional)
	:timeout - Connection timeout (optional, default: 5000)


      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


        Returns a child specification for starting the pool under a supervisor.



    


    
      
        command(pool_name, words)

      


        Executes a command using a connection from the pool.



    


    
      
        start_link(opts)

      


        Starts a connection pool.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

Returns a child specification for starting the pool under a supervisor.

  



  
    
      
    
    
      command(pool_name, words)



        
          
        

    

  


  

Executes a command using a connection from the pool.
Examples
{:ok, result} = RouterosApi.Pool.command(:my_pool, ["/interface/print"])

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

Starts a connection pool.
Options
See module documentation for available options.
Examples
{:ok, _pid} = RouterosApi.Pool.start_link(
  name: :my_pool,
  host: "192.168.88.1",
  username: "admin",
  password: "password",
  pool_size: 10
)

  


        

      


  

    
RouterosApi.Protocol 
    



      
Binary protocol implementation for MikroTik RouterOS API.
The protocol uses length-encoded words and sentences:
	Words are length-prefixed strings
	Sentences are lists of words terminated by an empty word
	Blocks are lists of sentences

Length Encoding
Lengths are encoded as follows:
	< 0x80 (128): 1 byte
	< 0x4000 (16384): 2 bytes, first byte OR with 0x80
	< 0x200000 (2097152): 3 bytes, first byte OR with 0xC0
	< 0x10000000 (268435456): 4 bytes, first byte OR with 0xE0


      


      
        Summary


  
    Functions
  


    
      
        close_socket(socket)

      


        Closes a socket (handles both TCP and SSL).



    


    
      
        decode_length(socket)

      


        Decodes a length value from a socket.



    


    
      
        encode_length(len)

      


        Encodes a length value according to RouterOS API protocol.



    


    
      
        read_block(socket)

      


        Reads a block of sentences from the socket.



    


    
      
        read_sentence(socket)

      


        Reads a sentence from the socket.



    


    
      
        read_word(socket)

      


        Reads a word from the socket.



    


    
      
        set_active_once(socket)

      


        Sets socket to active-once mode for async message delivery.



    


    
      
        socket_recv(socket, len)

      


        Receives data from a socket (handles both TCP and SSL).



    


    
      
        socket_send(socket, data)

      


        Sends data to a socket (handles both TCP and SSL).



    


    
      
        write_sentence(socket, words)

      


        Writes a sentence to the socket.



    


    
      
        write_word(socket, word)

      


        Writes a word to the socket.



    





      


      
        Functions


        


  
    
      
    
    
      close_socket(socket)



        
          
        

    

  


  

      

          @spec close_socket(:gen_tcp.socket() | :ssl.sslsocket()) :: :ok | {:error, term()}


      


Closes a socket (handles both TCP and SSL).

  



  
    
      
    
    
      decode_length(socket)



        
          
        

    

  


  

      

          @spec decode_length(:gen_tcp.socket() | :ssl.sslsocket()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Decodes a length value from a socket.
Returns {:ok, length} or {:error, reason}.

  



  
    
      
    
    
      encode_length(len)



        
          
        

    

  


  

      

          @spec encode_length(non_neg_integer()) :: binary()


      


Encodes a length value according to RouterOS API protocol.
Examples
iex> RouterosApi.Protocol.encode_length(5)
<<5>>

iex> RouterosApi.Protocol.encode_length(200)
<<0x80, 200>>

  



  
    
      
    
    
      read_block(socket)



        
          
        

    

  


  

      

          @spec read_block(:gen_tcp.socket() | :ssl.sslsocket()) ::
  {:ok, [[String.t()]]} | {:error, term()}


      


Reads a block of sentences from the socket.
A block consists of multiple sentences, ending when a sentence
with a status (done/trap/fatal) is received.
Returns {:ok, sentences} where sentences is a list of sentence lists.

  



  
    
      
    
    
      read_sentence(socket)



        
          
        

    

  


  

      

          @spec read_sentence(:gen_tcp.socket() | :ssl.sslsocket()) ::
  {:ok, {atom() | false, [String.t()]}} | {:error, term()}


      


Reads a sentence from the socket.
A sentence is a list of words terminated by an empty word.
Returns {:ok, {status, words}} where status is one of:
	:done - successful completion
	:trap - error from RouterOS
	:fatal - fatal error
	false - more data follows

Examples
{:ok, {:done, ["!done", "=name=value"]}}
{:ok, {:trap, ["!trap", "=message=no such item"]}}

  



  
    
      
    
    
      read_word(socket)



        
          
        

    

  


  

      

          @spec read_word(:gen_tcp.socket() | :ssl.sslsocket()) ::
  {:ok, String.t()} | {:error, term()}


      


Reads a word from the socket.
Returns {:ok, word} or {:error, reason}.
An empty word ("") indicates end of sentence.

  



  
    
      
    
    
      set_active_once(socket)



        
          
        

    

  


  

      

          @spec set_active_once(:gen_tcp.socket() | :ssl.sslsocket()) :: :ok | {:error, term()}


      


Sets socket to active-once mode for async message delivery.
In this mode, the socket will send a single {:tcp, socket, data} or
{:ssl, socket, data} message to the owning process, then return to
passive mode. Call this again after handling each message.

  



  
    
      
    
    
      socket_recv(socket, len)



        
          
        

    

  


  

      

          @spec socket_recv(:gen_tcp.socket() | :ssl.sslsocket(), non_neg_integer()) ::
  {:ok, binary()} | {:error, term()}


      


Receives data from a socket (handles both TCP and SSL).

  



  
    
      
    
    
      socket_send(socket, data)



        
          
        

    

  


  

      

          @spec socket_send(:gen_tcp.socket() | :ssl.sslsocket(), iodata()) ::
  :ok | {:error, term()}


      


Sends data to a socket (handles both TCP and SSL).

  



  
    
      
    
    
      write_sentence(socket, words)



        
          
        

    

  


  

      

          @spec write_sentence(:gen_tcp.socket() | :ssl.sslsocket(), [String.t()]) ::
  :ok | {:error, term()}


      


Writes a sentence to the socket.
A sentence is a list of words terminated by an empty word.

  



  
    
      
    
    
      write_word(socket, word)



        
          
        

    

  


  

      

          @spec write_word(:gen_tcp.socket() | :ssl.sslsocket(), String.t()) ::
  :ok | {:error, term()}


      


Writes a word to the socket.
A word is a length-prefixed string.

  


        

      


  

    
RouterosApi.Protocol.Streaming 
    



      
Protocol extensions for streaming commands.
Provides utilities for:
	Tag generation for command identification
	Partial buffer parsing for async socket handling
	Cancel command generation


      


      
        Summary


  
    Functions
  


    
      
        add_tag(words, tag)

      


        Adds a .tag attribute to a command word list.



    


    
      
        cancel_command(tag)

      


        Generates a cancel command for a given tag.



    


    
      
        decode_length_from_buffer(arg)

      


        Attempts to decode a length value from a binary buffer.



    


    
      
        decode_word_from_buffer(buffer)

      


        Attempts to decode a single word from a binary buffer.



    


    
      
        extract_tag(tagged_words)

      


        Extracts the tag value from a parsed sentence if present.



    


    
      
        generate_tag()

      


        Generates a unique tag for command identification.



    


    
      
        parse_partial(buffer)

      


        Attempts to parse complete sentences from a binary buffer.



    


    
      
        sentence_status(tagged_words)

      


        Extracts the status from a parsed sentence.



    





      


      
        Functions


        


  
    
      
    
    
      add_tag(words, tag)



        
          
        

    

  


  

      

          @spec add_tag([String.t()], String.t()) :: [String.t()]


      


Adds a .tag attribute to a command word list.
Examples
iex> RouterosApi.Protocol.Streaming.add_tag(["/interface/monitor-traffic"], "s123")
["/interface/monitor-traffic", ".tag=s123"]

  



  
    
      
    
    
      cancel_command(tag)



        
          
        

    

  


  

      

          @spec cancel_command(String.t()) :: [String.t()]


      


Generates a cancel command for a given tag.
Examples
iex> RouterosApi.Protocol.Streaming.cancel_command("s123")
["/cancel", "=tag=s123"]

  



  
    
      
    
    
      decode_length_from_buffer(arg)



        
          
        

    

  


  

      

          @spec decode_length_from_buffer(binary()) ::
  {:ok, non_neg_integer(), binary()} | :incomplete


      


Attempts to decode a length value from a binary buffer.
Returns:
	{:ok, length, remaining} if the length was successfully decoded
	:incomplete if more bytes are needed

Examples
iex> RouterosApi.Protocol.Streaming.decode_length_from_buffer(<<5, "rest">>)
{:ok, 5, "rest"}

iex> RouterosApi.Protocol.Streaming.decode_length_from_buffer(<<0x80, 200, "rest">>)
{:ok, 200, "rest"}

iex> RouterosApi.Protocol.Streaming.decode_length_from_buffer(<<0x80>>)
:incomplete

  



  
    
      
    
    
      decode_word_from_buffer(buffer)



        
          
        

    

  


  

      

          @spec decode_word_from_buffer(binary()) :: {:ok, String.t(), binary()} | :incomplete


      


Attempts to decode a single word from a binary buffer.
Returns:
	{:ok, word, remaining} if a complete word was decoded
	:incomplete if more data is needed

Examples
iex> RouterosApi.Protocol.Streaming.decode_word_from_buffer(<<5, "hello", "rest">>)
{:ok, "hello", "rest"}

iex> RouterosApi.Protocol.Streaming.decode_word_from_buffer(<<5, "hel">>)
:incomplete

  



  
    
      
    
    
      extract_tag(tagged_words)



        
          
        

    

  


  

      

          @spec extract_tag([{atom() | false, String.t()}]) :: String.t() | nil


      


Extracts the tag value from a parsed sentence if present.
Examples
iex> RouterosApi.Protocol.Streaming.extract_tag([{false, "=.tag=s123"}, {:re, "!re"}])
"s123"

iex> RouterosApi.Protocol.Streaming.extract_tag([{:done, "!done"}])
nil

  



  
    
      
    
    
      generate_tag()



        
          
        

    

  


  

      

          @spec generate_tag() :: String.t()


      


Generates a unique tag for command identification.
Tags are used to identify which responses belong to which command,
enabling cancellation of specific streams.
Examples
iex> tag = RouterosApi.Protocol.Streaming.generate_tag()
iex> String.starts_with?(tag, "s")
true

  



  
    
      
    
    
      parse_partial(buffer)



        
          
        

    

  


  

      

          @spec parse_partial(binary()) :: {[[{atom() | false, String.t()}]], binary()}


      


Attempts to parse complete sentences from a binary buffer.
Returns {sentences, remaining_buffer} where:
	sentences is a list of parsed sentences (each sentence is a list of words)
	remaining_buffer is any incomplete data that needs more bytes

This function handles the RouterOS length-prefixed protocol and can parse
multiple sentences from a single buffer if they are complete.
Examples
# Complete sentence in buffer
iex> buffer = <<6, "!done", 0>>
iex> {sentences, rest} = RouterosApi.Protocol.Streaming.parse_partial(buffer)
iex> sentences
[[{:done, "!done"}]]
iex> rest
<<>>

# Incomplete sentence - needs more data
iex> buffer = <<6, "!do">>
iex> {sentences, rest} = RouterosApi.Protocol.Streaming.parse_partial(buffer)
iex> sentences
[]
iex> rest
<<6, "!do">>

  



  
    
      
    
    
      sentence_status(tagged_words)



        
          
        

    

  


  

      

          @spec sentence_status([{atom() | false, String.t()}]) :: atom() | nil


      


Extracts the status from a parsed sentence.
Returns the status atom (:done, :trap, :fatal, :re) or nil if no status word found.

  


        

      


  

    
RouterosApi.Response 
    



      
Response parsing for MikroTik RouterOS API.
Converts raw sentence data into Elixir-friendly structures.
Response Format
RouterOS responses consist of sentences with status words:
	!done - Successful completion
	!trap - Error from RouterOS
	!fatal - Fatal error

Data attributes are in the format =key=value.
Examples
# Input: [["!done", "=name=ether1", "=type=ether"]]
# Output: {:ok, [%{"name" => "ether1", "type" => "ether"}]}

# Input: [["!trap", "=message=no such item"]]
# Output: {:error, %RouterosApi.Error{type: :trap, message: "no such item"}}

      


      
        Summary


  
    Functions
  


    
      
        coerce_value(value)

      


        Coerces string values to appropriate Elixir types.



    


    
      
        parse(sentences)

      


        Parses a block of sentences into structured data.



    


    
      
        parse_attribute(arg1)

      


        Parses an attribute string into a {key, value} tuple.



    


    
      
        parse_sentence(words)

      


        Parses a single sentence into a map.



    


    
      
        sentence_type(sentence)

      


        Identifies the type of a sentence based on its status word.



    


    
      
        status_word?(arg1)

      


        Checks if a word is a status word.



    





      


      
        Functions


        


  
    
      
    
    
      coerce_value(value)



        
          
        

    

  


  

      

          @spec coerce_value(String.t()) :: term()


      


Coerces string values to appropriate Elixir types.
Examples
iex> RouterosApi.Response.coerce_value("true")
true

iex> RouterosApi.Response.coerce_value("false")
false

iex> RouterosApi.Response.coerce_value("yes")
true

iex> RouterosApi.Response.coerce_value("no")
false

iex> RouterosApi.Response.coerce_value("hello")
"hello"

  



  
    
      
    
    
      parse(sentences)



        
          
        

    

  


  

      

          @spec parse([[String.t()]]) :: {:ok, [map()]} | {:error, RouterosApi.Error.t()}


      


Parses a block of sentences into structured data.
Returns {:ok, data} on success or {:error, error} on failure.
Examples
iex> RouterosApi.Response.parse([["!done", "=name=ether1", "=type=ether"]])
{:ok, [%{"name" => "ether1", "type" => "ether"}]}

iex> RouterosApi.Response.parse([["!done"]])
{:ok, []}

  



  
    
      
    
    
      parse_attribute(arg1)



        
          
        

    

  


  

      

          @spec parse_attribute(String.t()) :: {String.t(), term()} | nil


      


Parses an attribute string into a {key, value} tuple.
Examples
iex> RouterosApi.Response.parse_attribute("=name=ether1")
{"name", "ether1"}

iex> RouterosApi.Response.parse_attribute("=disabled=false")
{"disabled", false}

iex> RouterosApi.Response.parse_attribute("=running=true")
{"running", true}

  



  
    
      
    
    
      parse_sentence(words)



        
          
        

    

  


  

      

          @spec parse_sentence([String.t()]) :: map()


      


Parses a single sentence into a map.
Filters out status words and converts attributes to key-value pairs.
Examples
iex> RouterosApi.Response.parse_sentence(["=name=ether1", "=type=ether"])
%{"name" => "ether1", "type" => "ether"}

iex> RouterosApi.Response.parse_sentence(["!done", "=name=value"])
%{"name" => "value"}

  



  
    
      
    
    
      sentence_type(sentence)



        
          
        

    

  


  

      

          @spec sentence_type([String.t()]) :: :data | :done | :trap | :fatal | :unknown


      


Identifies the type of a sentence based on its status word.
Returns:
	:data for !re (reply/data continues)
	:done for !done (success)
	:trap for !trap (error)
	:fatal for !fatal (fatal error)
	:unknown if no status word found

Examples
iex> RouterosApi.Response.sentence_type(["!re", "=name=ether1"])
:data

iex> RouterosApi.Response.sentence_type(["!done"])
:done

iex> RouterosApi.Response.sentence_type(["!trap", "=message=error"])
:trap

iex> RouterosApi.Response.sentence_type(["=name=value"])
:unknown

  



  
    
      
    
    
      status_word?(arg1)



        
          
        

    

  


  

      

          @spec status_word?(String.t()) :: boolean()


      


Checks if a word is a status word.
Examples
iex> RouterosApi.Response.status_word?("!done")
true

iex> RouterosApi.Response.status_word?("=name=value")
false

  


        

      


  

    
RouterosApi.Stream 
    



      
Streaming API for continuous RouterOS data.
This module provides an interface for consuming continuous data streams
from RouterOS monitoring commands like /interface/monitor-traffic.
Example
# Start a stream connection
{:ok, stream_conn} = RouterosApi.Stream.connect(%{
  host: "192.168.88.1",
  username: "admin",
  password: "password"
})

# Create a stream for interface traffic monitoring
{:ok, stream} = RouterosApi.Stream.monitor(stream_conn, [
  "/interface/monitor-traffic",
  "=interface=ether1"
])

# Consume the stream
stream
|> Stream.take(10)
|> Enum.each(fn data ->
  IO.puts("RX: #{data["rx-bits-per-second"]} bps")
end)

# Disconnect when done
RouterosApi.Stream.disconnect(stream_conn)
Stream Behavior
	Streams are lazy - the command is only sent when the stream is consumed
	Messages are sent to the consuming process, not the process that called monitor/3
	Streams automatically cancel when halted (e.g., via Stream.take/2)
	Each stream requires a dedicated connection (cannot be pooled)
	Only one stream can be active per connection at a time
	Streams can be safely passed between processes or spawned in Tasks

Duration-Limited Streams
RouterOS supports duration-limited monitoring:
{:ok, stream} = RouterosApi.Stream.monitor(stream_conn, [
  "/interface/monitor-traffic",
  "=interface=ether1",
  "=duration=30s"
])
The stream will automatically complete after 30 seconds.
Error Handling
Errors during streaming raise RouterosApi.Error exceptions:
try do
  stream |> Enum.to_list()
rescue
  e in RouterosApi.Error ->
    IO.puts("Stream error: #{e.message}")
end
Limitations
	Not compatible with connection pools
	One stream per connection (sequential streams supported)
	No automatic reconnection on connection loss
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        cancel(conn, ref)

      


        Cancels an active stream.



    


    
      
        connect(config)

      


        Creates a streaming connection to a RouterOS device.



    


    
      
        disconnect(conn)

      


        Disconnects a streaming connection.



    


    
      
        monitor(conn, words, opts \\ [])

      


        Starts a streaming command and returns an Elixir Stream.
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          @type stream_opts() :: [{:timeout, pos_integer()}]
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          @spec cancel(pid(), reference()) :: :ok | {:error, term()}


      


Cancels an active stream.
This sends a cancel command to the router and stops the stream.
Note: When using Stream.take/2 or similar, cancellation happens
automatically when the stream is halted.
Parameters
	conn - StreamConnection pid
	ref - Stream reference from the stream metadata

Example
{:ok, stream} = RouterosApi.Stream.monitor(conn, [...])
# Stream ref is embedded in the stream, typically used internally
RouterosApi.Stream.cancel(conn, ref)

  



  
    
      
    
    
      connect(config)



        
          
        

    

  


  

      

          @spec connect(map()) :: {:ok, pid()} | {:error, term()}


      


Creates a streaming connection to a RouterOS device.
This starts a dedicated connection for streaming operations.
The connection cannot be used with pools.
Options
Same as RouterosApi.Connection.start_link/1:
	:host - Router hostname or IP address (required)
	:port - Port number (optional, defaults to 8728/8729)
	:username - RouterOS username (required)
	:password - RouterOS password (required)
	:ssl - Use TLS connection (optional)
	:ssl_opts - SSL options (optional)
	:timeout - Connection timeout in ms (default: 5000)

Example
{:ok, conn} = RouterosApi.Stream.connect(%{
  host: "192.168.88.1",
  username: "admin",
  password: "password"
})

  



  
    
      
    
    
      disconnect(conn)



        
          
        

    

  


  

      

          @spec disconnect(pid()) :: :ok


      


Disconnects a streaming connection.
This closes the connection and cleans up resources.
Any active stream will be terminated.
Example
RouterosApi.Stream.disconnect(conn)
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          @spec monitor(pid(), [String.t()], stream_opts()) ::
  {:ok, Enumerable.t()} | {:error, term()}


      


Starts a streaming command and returns an Elixir Stream.
The stream emits parsed data maps as they arrive from the router.
The stream is lazy - the command is only sent when the stream is consumed,
and messages are sent to the consuming process.
Parameters
	conn - StreamConnection pid from connect/1
	words - Command words (e.g., ["/interface/monitor-traffic", "=interface=ether1"])
	opts - Options (currently unused, reserved for future use)

Returns
	{:ok, stream} - An Elixir Stream that yields data maps
	{:error, reason} - If the connection is invalid

Example
{:ok, stream} = RouterosApi.Stream.monitor(conn, [
  "/interface/monitor-traffic",
  "=interface=ether1"
])

# Take 10 samples
samples = stream |> Stream.take(10) |> Enum.to_list()

# Or process indefinitely
stream
|> Stream.each(&IO.inspect/1)
|> Stream.run()
Process Safety
The stream can be safely passed between processes. The stream command is
started when the stream is first consumed, and messages are sent to the
consuming process (not the process that called monitor/3).

  


        

      


  

    
RouterosApi.StreamConnection 
    



      
GenServer for streaming RouterOS commands that produce continuous output.
Unlike regular connections, StreamConnection:
	Uses async socket mode for continuous data reception
	Cannot be pooled (dedicated to a single stream)
	Supports stream cancellation
	Emits data as it arrives rather than waiting for completion

Example
{:ok, conn} = RouterosApi.StreamConnection.start_link(%{
  host: "192.168.88.1",
  username: "admin",
  password: "password"
})

{:ok, ref} = RouterosApi.StreamConnection.start_stream(conn, [
  "/interface/monitor-traffic",
  "=interface=ether1"
])

# Receive messages in the calling process:
# {:stream_data, ref, %{"rx-bits-per-second" => "1234", ...}}
# {:stream_done, ref}
# {:stream_error, ref, error}

RouterosApi.StreamConnection.cancel_stream(conn, ref)
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        cancel_stream(server, ref)

      


        Cancels an active stream.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(config)

      


        Starts a StreamConnection GenServer.



    


    
      
        start_stream(server, words, opts \\ [])

      


        Starts a streaming command.



    


    
      
        stop(server)

      


        Stops the connection.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %RouterosApi.StreamConnection{
  buffer: binary(),
  data_count: non_neg_integer(),
  host: String.t(),
  owner: pid() | nil,
  password: String.t(),
  port: non_neg_integer(),
  socket: :gen_tcp.socket() | :ssl.sslsocket() | nil,
  ssl: boolean(),
  ssl_opts: keyword(),
  status: :idle | :streaming | :cancelling,
  stream_ref: reference() | nil,
  tag: String.t() | nil,
  timeout: non_neg_integer(),
  username: String.t()
}
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          @spec cancel_stream(GenServer.server(), reference()) :: :ok | {:error, term()}


      


Cancels an active stream.
Sends a cancel command to RouterOS and stops the stream.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec start_link(map()) :: GenServer.on_start()


      


Starts a StreamConnection GenServer.
Options
	:host - Router hostname or IP address (required)
	:port - Port number (optional, defaults to 8728 for plain, 8729 for TLS)
	:username - RouterOS username (required)
	:password - RouterOS password (required)
	:ssl - Boolean, use TLS connection (optional, auto-detected from port)
	:ssl_opts - SSL options (optional)
	:timeout - Connection timeout in milliseconds (optional, default: 5000)
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          @spec start_stream(GenServer.server(), [String.t()], keyword()) ::
  {:ok, reference()} | {:error, term()}


      


Starts a streaming command.
The calling process will receive messages:
	{:stream_data, ref, map} - Data from the stream
	{:stream_done, ref} - Stream completed normally
	{:stream_error, ref, error} - Stream error

Returns {:ok, reference} or {:error, reason}.
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          @spec stop(GenServer.server()) :: :ok


      


Stops the connection.

  


        

      


  

    
RouterosApi.Error exception
    



      
Error struct for RouterOS API errors.
Error Types
	:trap - Error from RouterOS (e.g., invalid command, permission denied)
	:fatal - Fatal error from RouterOS (connection will be closed)
	:timeout - Network timeout
	:closed - Connection closed
	:auth_failed - Authentication failed
	:connection_failed - Failed to establish connection
	:stream_cancelled - Stream was cancelled
	:stream_error - Error during stream processing
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        message(exception)

      


        Implements the Exception behaviour message callback.



    


    
      
        new(type, message, details \\ %{})

      


        Creates a new error struct.
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          @type error_type() ::
  :trap
  | :fatal
  | :timeout
  | :closed
  | :auth_failed
  | :connection_failed
  | :stream_cancelled
  | :stream_error
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          @type t() :: %RouterosApi.Error{
  __exception__: true,
  details: map(),
  message: String.t(),
  type: error_type()
}
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Implements the Exception behaviour message callback.
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          @spec new(error_type(), String.t(), map()) :: t()


      


Creates a new error struct.
Examples
iex> RouterosApi.Error.new(:trap, "no such item")
%RouterosApi.Error{type: :trap, message: "no such item", details: %{}}

iex> RouterosApi.Error.new(:timeout, "Connection timed out", %{timeout: 5000})
%RouterosApi.Error{type: :timeout, message: "Connection timed out", details: %{timeout: 5000}}
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